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' UNDERSTAND is an acronym for European Energy Supply Security Management Co-ordinators UNDER way towards
STANDard indicators for continuous vocational and educational training (VET). UNDERSTAND is part of the Leonardo da
Vinci Program.

2 Secondary target groups could potentially be other types of managers at TSOs or duty officers at regional/local electricity
distribution, students at different levels of academia etc.

% 1SO PAS 22399 is based on the national standards NFPA 1600:2004 (USA), BS 25999-1:2006 (United Kingdom), HB
221:2004 (Australia), INS 24001:2007 (Israel) and the compiled work of the Japanese Industrial Standards Committee. The
content of ISO PAS 22399 is applicable for all private, public or not-for-profit organisations and provides a basis for
understanding, developing and implementing Incident Preparedness and Operational Continuity Management (IPOCM).
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This document is a voluntary pre-reading that will enhance your understanding of the other
four stand-alone but interconnected modules included in the UNDERSTAND' Training
Program The purpose with this document is to give you an overview of the program as well
as to describe the purpose and method of execution.

The aim of the UNDERSTAND Training Program is to build and maintain the Crisis Management
competence of duty officers, operations managers and national dispatchers at transmission system
operators or equvilent (TSOs) in Europez. Hence, enable staff and workers in the energy sector the
chance to complete their training through a transnational conceptual model in order to better
integrate and co-ordinate energy supply security management practices in their respective training
development strategies and actions. All this in order to avoid or minimising cascade effects and
“keep the lights on” in Europe.

The program also aims to have a wide appeal, taking into account the different needs of the TSOs
in the European countries. From the geographical perspective, the program is equally valid for
most European countries since no singular national needs have been taken into account. The
training program consists of four stand-alone but interconnected modules: Pre-reading, Self
Assessment for Individuals, Crisis Management Training for Individuals, and Vocabulary, as
presented in the model below.

Primary Principles

The UNDERSTAND Training Program is based on three
primary principles. First, the program focuses on the
capabilities of the individual and the individual’s intrinsic
motives to learn and take responsibility.

Next, because of the geographic spread of the target group,  INDIVIDUAL BEST
the program relies on the concept of international best GCAPABILITIES PRAGTICE
practice found in ISO PAS 22399 Societal Security —
Guidelines for Incident Preparedness and Operational
Management Continuity (IPOCM)°.

Last, but not least, the program focuses on the energy
sector’s responsibility as one of the most important service CIP & SECTORAL
providers for the community, in conjunction with the RESPONSIBILITY
development of Critical Infrastructure Protection (CIP).
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Modules

The modules of the UNDERSTAND Training Program are described below in terms of each
module’s purpose, method of execution, relation to other modules, and benefit for the user. The
modules can be incorporated into existing curricula.

CRISIS MANAGEMENT
TRAINING FOR
INDIVIDUALS

SELFASSESSMENT

OVERVIEW FOR INDIVIDUALS

VOCABULARY

Pre-Reading

The purpose of the Pre-Reading is to strengthen the individual’s understanding of the contents of
the Self Assessment for Individuals. It can also be used as an inspiration as well as a way to
prepare for the Crisis Management Training. The Pre-Reading includes the UNDERSTAND White
Paper, a number of Good Practice Examples in the energy sector and a description of a Self
Assessment for Organisations. The Pre-Reading is an optional activity and is entirely based on
self-study in order to enhance the user’s understanding.

Self Assessment for Individuals

The purpose of the Self Assessment for Individuals is to provide the individual with a tool to assess
his/her level of maturity in the areas of Risk Management, Operational Continuity Management and
Incident Preparedness.

The Self Assessment will raise awareness and give new insights on individual skills and
preparedness useful for professional and personal development. The assessment is completed
individually, prior to taking the Crisis Management Training. The areas in the assessment
correspond to those in the Crisis Management Training. The Self Assessment can also be used to
enable the individual to decide on his/her desired competence level in each of the assessment
areas and if used repeatedly, it can be used as a benchmark for the individual’s continuous
improvement.

Crisis Management Training for Individuals

The purpose of the Crisis Management Training is to provide a basic individual training based on
relevant theory, standards and examples of incident preparedness. The main objective of the
training is to strengthen the industry's capacity to “keep the lights on”. The Crisis Management
Training should be seen as the core activity of the UNDERSTAND Training Program, supported by
the other modules. It serves as a resource and inspiration needed for further improvements and
work for individuals in the industry.

The Crisis Management Training consists of a two day training divided into 9 theory sessions
covering the most important areas of incident preparedness such as incident management, alarm
and escalation, communication management, HR management and recovery/return.

The Crisis Management Training also includes two separate tabletop exercises using scenarios
that provide relevant material for discussions. It should be noted that both the 9 sessions and the
exercises should be held and monitored by an experienced instructor.

Vocabulary

The Vocabulary module is applicable and useful throughout all parts of the UNDERSTAND
Training Program. The purpose of the Vocabulary is to provide a supplementary resource useful for
implementing Best Practice and cross-border communication among European Transmission
System Operators. The Vocabulary includes a summary of the most frequently used words and
terms with definitions based on current vocabulary in the industry and international standards.



